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CNCTEMHOE AAMUHNCTPUPOBAHUE

O6yueHne nporpaMMnpoBaHUIO NPOBOAUNTCA B pamMKax ¢pesepasbHOro npoekTa
«1C: Kny6 nporpaMMucTOB A1l LUKOJIbHUKOB>»

BBegeHue

C y4YeToM MOBCEMECTHOIO MPOHUKHOBEHWS BbIYNCIUTE/bHbLIX YCTPOWCTB B COBPEMEHHOM MUIPE,
BeCbMa MOJIE3HO HauMHaTb MpenojaBaHVe 6a30BbiX HABLIKOB CUCTEMHOMO aAMWHUCTPUPOBAHUSA AETAM
yXe CpeAHero LWKOAbHOrO Bo3pacta. Mano Toro, Yto 3TO BecbMa MONE3HO A/ OOLLero pasBuTus,
MOJlyYEHHbIE MpaKTUUeckme YMeHWs NO3BOJIAT NMOAPOCTKAM ropaszo yBEpeHHee OPUEHTUMPOBATLCA CPean
COBpPEMEHHOro (1 ByayLlero) MHOroobpasus yCTPOMCTB, TEXHONOTUIA 1 CepBUCOB. He cnesyeT 0b6XoanTb
CTOPOHOW W 3N1EMEHTapPHYHO MpPaBOBYHD MOAFOTOBKY B 06JaCTU  JMLEH3MPOBaHUS  MPOrPaMMHOro
obecneyeHus.

Mpw BCcem 3TOM, HEOHXOAUMO He ynycKaTb U3 BUAY, UTO BaXKHOW 3ajiauei npenojaBaTtens OCTaeTcs
He CTO/bKO nepejada YyuyaluMcs  «4UCTOM»  WMHOOPMaLMK, CKOMbKO  MPVBMBaHWE  HaBbIKOB
CaMOCTOATE/IbHOTO TMOWCKA PeLIeHWU 1 yCTpaHeHWs npobiem 1 HeucrnpaBHOCTEN. W, UTO oueHb BaXHO,
npenosaeatento  HEOBXOAMMO MOCTOSHHO YAepXWBaTb BHUMAaHWE CTO/b CIOXHOW U HEMOCTOAHHOW
ayautopum Ha npegMmete. [lo3Tomy npegnaraeMasi CTpPyKTypa Kypca BK/IOYaeT B cebs KOMMeKC
MPaKTUUYECKNX 3afad, MO3BOJSIOLNX HEMOCPEACTBEHHO MPUMEHSATb MOJlyYaeMble HaBblKM M MOJyYaThb
YA,0BNETBOPEHNE OT UX NMPUMEHEHUS.

Kypc pekomeHpgoBaH c 14 no 17 net
O6uwas Tpya0eMKOCTb Kypca: 2 MOAY/s MO 18 acTpPOHOMUYECKUX MK 24 akaZieMUUYecknX Yaca Kadkabln.

Mocne 3aBepluieHMs KaXAoro Moayns kypca Bblgaetca cepTudukat dupmbl «1C», NoATBEp>KAAOLLNIA
yCreLHoe NpoxXoXxaeHune

LLenb Kypca — NpvBWTb LLIKO/MbHUKAM HayaslbHble HaBblKW CUCTEMHOTO aZMWHUCTPYPOBaHNA
Mocne npoxoXkaeHua Kypca LWKO/IbHUKK:

MOTYT ONMEPUPOBATD cneaytolmMn NOHATUAMM:
e KOMMbOTEPHblE  KOMMJEKTYIOWME:  LeHTpasbHbIA  MpOLeccop,  onepaTMBHas  MaMsATb,
BUAEOAZANTEP, XXECTKUMA AUCK, TBEPAOTE/bHBLIN HAKOMWUTENb, MaTeEpPUHCKas MjaTa, ONTUUYECKUIA
npvBog, ceTeBas KapTa, 610K NUTaHWA, KOMMbHOTEPHbIA KOPMNYC

e DNS, gomeHHoe nma, HTTP, FTP, URL, URI, URN, npokcn-cepsep, NAT, ICS
e NetBIOS, pabouas rpynna, ceTeBo nyTb, OOLLMI CETEBON PECYpPC, CETEBOW AUCK
e aHTMBMPYC, MEXCETEBOM 3KpaH (bpaHamayap, dbariepBon), cMcTeMa ObHaPY>XEHUS BTOPXKEHWI

e pe3epBHOE KOMWpOBaHWe, obpa3 cUcTeMbl

bydeme ycnewHbimu 8mecme ¢ Hamu!
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YMEROT:
e cobupaTb KOMMbIOTEP U3 KOMMAEKTYHOLLINX

e yCTaHaB/AMBaTb onepaumoHHyto cuctemy Windows
e yCTaHaB/AMBaTb ApaliBepbl 06OpyAOBaHUA

e OpraHM3oBaTb 3alUTy OT BPEJOHOCHbIX MPOrpaMM W MOTepW AaHHbIX: YCTAHOBUTb U HaCTPOUTb
aHTMBMPYC, MEXCETEBOW 3KpaH, OpraHn3oBaTb pe3epBHOE KOMUPOBaHWe

e HacTpavBaTb napametpbl npotokona IPv4: IP-aspec, Macky nozceTV, OCHOBHOW L3, agpeca
DNS-cepBepos

® JAMNArHOCTUPOBATb W YCTPaHATb HENCNPABHOCTU MO un cetn

CucremHoe agmuHuctpmposaHue Moaynb 1

18 actpoHoMUYeckux / 24 akageMunyeckux vaca.

N21. OcHOBHbIe y3/1bl KOMMNblOTEPA U UX B3aUMoOAeACTBNE
1.1. OcHoBHble y3nbl: baok nutaHua MaTtepuHckaa naaTa: WWHa, COKeT, MocTbl OnepatvBHas namaTb
Mpoueccop Moacncrema xpaHeHna gaHHbix (HDD/SSD, ontuyeckme npuogbl, FDD...) Bugeonoacucrema
YcrpoiictBa BBOga-BbIBOga [epudepuitHble ycTporicTea
1.2. 3HakomcTBO ¢ BIOS (BIOS/CMOS; UEFI/EFI)
1.3. Aaroputm 1 KOMMbHOTEPHaA nporpaMmma.
1.4. MNpakTunka: cobnpaem KOMMbOTEP 13 3anyacTem.
1.5. O630p onepaumnoHHbIX cucteM. B uem cxoactBa v paznanune (Win/*nix+MacOS)
1.6. YcraHoska OC. Onuuu 3arpy3km OC (msconfig, Master Boot Record)
1.7. ABTO3arpy3ka nporpaMmM ¥ 3HaKOMCTBO C MakeTHbIMW/KOMaHAHbIMK dannamu.
1.8. MpakTuka: ycraHaBamBaeM OC Ha cOBpaHHbI Hefento Ha3ad KOMMboTep.

N22. Hactpoiika onepauuoHHOW CUCTEMbI
2.1. Hactpoiika pabouero ctona (nepcoHanvsauus)
2.2. PacnonoxeHne OCHOBHbIX Manok u ¢anaoB onepauyoHHOW cuctembl. Kak HuWYero He ciomatb
HeHapOKOM.
2.3. ViHcTtpyMeHThl agMmunnctpupoBaHuns MK (AucneTuepbl: yCTPONCTB, AWCKOB, NO/b30OBaTeNel, 3ajau).
MoakntoueHne obopygosaHua (PnP n He-PnP-ycTpoiicrBa; nocnefoBaTeNbHOCTb  AEWCTBUKN, MOUCK
ApalriBepoB, ycTaHoBKa nepudepuiiHbiX YCTPONCTB)
2.4.MNpakTvKa: ycTaHaB/MBaeM ApariBepa

HacTpoiika yueTHbIX 3anuceil nosib3oBaTenen

2.5. YT0 Takoe yueTHble 3anncn 1 3a4eM OHM BOOBLLLE HY>KHbI (TWMbl, WabAOHbI, NOANTUKN Be3onacHOCTW)
2.6. Co3gaHre M HacTpoMrKa JOKaJbHOW Y4YEeTHOM 3anucy (HacTpoMka MnpaB M OrpaHUYeHue [0CTyna;
Bragenew, obbekTa, HacleAoBaHWe, CMeHa BnajenbLa)
2.7. MNpakTuka: co3gaemM oOrpaHuudeHHyto Y3 u genaem .cmd-dain ans 3anycka nporpamm C npasamu
aAMUHUKCTpaTopa)

Ne23. MporpammHoe o6ecneueHune. JINLLEH3NOHHOCTDb.
3.1. Tvnbl nporpammHoro obecneuverusa. CucremHole TpebosaHua MO. NMpon3BoAUTENBHOCTb.
3.2. JlnueH3noHHoe cornatueHne. MO ¢ OTKPbITbIM UCXOAHBIM KOAOM. TUMbI ANLEH3MPOBaHMA.

bydeme ycnewHbimu 8mecme ¢ Hamu!
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3.3.O160p MO 1 co3gaHe MUHMMaNbHO HEOBXOAMMOrO MaKeTa.
3.4. YcraHoBka UM Hactporka [MO. Kak BaXXHO BHMMaTE/NIbHO 4MTaTb COOOLLEHUS MacTepPOB YCTaHOBKMU.
ABTOMaTtumyeckas ycraHoska [10.
3.5. MNpakTturka: cozgaem u yctaHaBamBaem naket MO ans noBcegHEBHON OpUCHON paboThl.
Be3onacHas pabota Ha KoMnbloTepe
3.6. Tvnbl BpegoHOCHbIX nporpamm. AHTusmpycHoe M10.
3.7. ®uwmnHroBble NPorpaMmbl 1 cauThbl.
3.8. ®aiepBon 1 goctyn nporpaMmm K ceteBbiM GyHKUmam. Painn hosts.
3.9. NpakTuka: ycTaHaBAMBaeM aHTUBUPYCHbIA MAKET M CMOTPUM, Kak OH pabotaet (Hanpumep, KAV B
3KCMEPTHOM pexume).

N24. MoaxnoueHne KOMMNblOTEpPa K ceTU
4.1. MNoHATMEe NOKaNbHOW CeTu, TUMbI.
4.2. Cpeaa nepefaun gaHHbIX (ONTOBONOKHO, BUTas napa, pagwvo)
4.3. CeteBOe «XKenes3o» (MpoOBOAKa, ceTeBas KapTa, KOMMYTaLMOHHOe 06opyAoBaHuMe).
4 4. MpakTnka: yummcs obxxmmaTb ceTeBoi kabenb 1 cobrpaem KOMMbHOTEPBI B CETb.
OpraHusauus paboTbl IoKka/sibHOW ceTu
4.5. Mogenb OSI. MoHATHe NpoTokona.
4.6. MAC-agpec 1 naketTHaa nepegava faHHbIX.
4.7.1P-aapecaums u cetesble npoTtokobl (NetBEUI, TCP/IP). DHCP.
4.8. MNpakTuka: HacTpamBaeM QYHKLMOHMPYIOLLYIO O4HOPAHIOBYIO CeTb MK «[louemy Hegento Hasagd y Hac
TOJIKOM HMYero He 3apaboTano». YaaneHHbln 4OCTYN K MallMHaM.

N25. Pa6oTa B rno6anbHoii cetn. Cepsepbl U Map LUpyTU3aLus.
5.1. KnmeHT 1 cepeep. ObMeH nHdopmavmen. MpoTokosbl.
5.2. DNS, e-mail, FTP, HTTP. Kak pabotaetr WWW.
5.3. MapuwpyTtmzaumsa, NAT, npokcw.
5.4. MNpakTunka: NOAKIOYAEMCA K BHELLHEN CeTU Yepe3 KOMMbHTEP C 2 CeTeBbIMM KapTamu yepes c1yxoy
ICS.

Pa6oTa B rno6anbHou cetu. Cetn B 6bITy, poyTepsbi n Wi-Fi.

5.5. Kak ycTpoeH cpegHuii 6eiToBon poyTep. Hactponku poytepa. OpraHusaums f0OCTyNa K UHTEPHETY U
aBTOpM3aLMa y npoBaigepa (Bkao4vas knoHuposaHve MAC).
5.6. Hactporika LAN B poytepe. Hactpoiika Wi-Fi, 6esonacHoctb, WPS, NoKpbITWE, YaCTOTHbIE AManNa30Hbl.
YcTpaHeHne HencnpaBHOCTEN W KOANM3MI MO YacToTaM.
5.7. BapuaHTbl 1cnosib3oBaHUs poyTepa (pexxunm paboTbl, paclumpeHne GyHKUMOHaAbHOCTY, Pe3epBHbIN
AOCTYyN B CETb C UCMOAb30BaHNEM MOBUABHOTO MHTEPHETA).
5.8. MpakTuka: HacTpavBaeM poyTep AN pPaboTbl BMECTO MPEXHEro KOMMbiOTepa C ABYMSA CETEBbIMU
KapTamu.

N26. CepBucHoe ob6cnyxxmBanHue MK u cetn. PesepBHoe konupoBaHne nHdopmauun.
6.1. Pabota c xpaHuavwamu nHpopmauun. edpparmeHtaumsa, okatme, WwWndpoBaHMe ANCKOB.
6.2. CoBMmecTHas pabota c nHdopmaumen n obopyaosaHunem. CeteBble nanku u npuHTepbl. NAS.
6.3. Pe3epBHOe KONMpPOBaHME N BOCCTaHOBAEHNE MHOOPMauun. «BpyuHyro» n npy nomoLm cneumanbHblX
yTUANT.
6.4. MNpakTurka: pa3pabaTbiBaeM CLiEHapWIi OpraHM3aLmMy pPe3epBHOTO KOMWPOBaHWA B Hallen ceTw.

bydeme ycnewHbimu 8mecme ¢ Hamu!
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CepBucHoe o6cnyxusanue MK n cetn. YcrpaHeHue HencnpaBHocte MO u o6opyaoBaHusa.
6.5. Tnbl Hanbonee pacnpocTpaHeHHbIX HencrnpaBHocTel. Kak y3HaTb, UTo cayumnocs. OO M Nnoaxos K

MOWCKY peLLeHus.
6.6. AnnapaTHble NpobieMbl (4MarHoCTMKa NUTaHWA, NaMATy, AMCKa, NaaT pacluMpeHns 1 nepndepun).
6.7. Ownbkm B pabote OC 1 MO (npocMoTp cobbITKIA, Be30MacHbI PEXnNM, BOCCTAaHOB/IEHWE CUCTEMBI,

peXnuM COBMECTUMOCTH).
6.8. MNpakTrKa: onpesensemM, YTo CIy4MNOCh C KOMMbIOTEPOM, M UCMpaBasemM 3TO (NpenojaBaTe/b OMaeT,
Aetn unHAT). CBoeobpazHblii 3a4éT

CucremHoe agmuHuctpmposaHue Moaynb 2

18 actpoHoMUYeckux / 24 akagemMmnyeckux vaca.

N21. Mo6unbHbIe BbIUMCANTE/IbHbIE YCTPOMCTBA.
1. O630p pasHbix KJIACCOB MOBW/bHbIX YCTPOWCTB. DBOMHOLMSA TEXHONOMMIN N NHTEPdENCOB.
MobunbHbii NHTepHeT. Maatdopmbl (Windows8/Phone, i0S, Android).
MobwuabHble ycTponcTBa Ha paboTe 1 goma.
KoHuenuusa BYOD (NCCY). NpenmywiectBa 1 HeaOCTaTKW.
KoHuenums «obnaka». CMHXpoHM3aumsa nHopmMaumn. besonacHocTb.
lpakmuka: denaem u3 "ycmpolicmaa 015 nompebaeHus kKoHmeHma" paboyuti UHcCmMpymeHm.

gk~ wn

Buptyanusaums.
MoHATWe o BMpTyanunsaumm, ee TUnebl.

Tuvnbl rMnepen3opos.
Kakyto nosib3y MOXHO M3BAEYb M3 NPUMEHEHNA BUPTYyaa3aLmn.

Mo e

lMpakmuka: yqumca 2pamom-yo Hacmpausame Hyper-V.

N22. Uepapxuueckasn opraHusaums cetn. Cayx6bi katanoros. lomeH Windows. LDAP.

1. Pabouue rpynnbl 1 cayx6bl katanoros. O630p.

2. [owmeH Windows. CTpyKkTypa 1 NpuHLMMbI paboTbl.

3. JlokanbHas v JOMeHHas yueTHas 3anuce. PasgeneHve npas goctyna. Bxog B cucremy.

4. [lMpakmuka: ycmaHaenueaem mawuHy ¢ Windows Server u 3HakoMumcsi ¢ uHmepgelicom.

Aomen Windows. HacTpoiika ponei cepBepa: 3HaKOMCTBO € 0OCHaCTKaMW KOHCO/IM YN paBJ/ieHUA.

DHCP-cepsep;
DNS-cepBep;
KoHTponnep pomera.

Eal A

lpakmuka: pazdaem IP-adpeca kaueHmckum mawuHam no DHCP u nodHumaem AD DS..

bydeme ycnewHbimu 8mecme ¢ Hamu!
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N23. Hactpoiika gomeHa.
1. Co3zgaem norvyeckyto CTpyKTypy AOMEHa.
2. [enaem pesepsHyto konuto K/,
3. OU vs. rpynnbl
4. [pakmuka: 3a800um OU, yyemHsle 3anucu nose3oeamesieli U 2pynnel.
Mcnonb3oBaHMe rpynnoBbIX NOJMTUK
1. MoapobHee o rpynnoBbIX NoanTMKax. KakvMmMm ob6bekTamm MOXKHO YNpaBasTh C MX MOMOLLbIO 1 Kak
NMEHHO.
2. TMopagok 06paboTkn NOMMTHK.

w

PepakTop rpynnoBbiX NOAUTYK.
4. [Mpakmuka: uzpaemcs ¢ NOUMUKAMUu, NOKa 4Ymo-Hubyde He nosomaem. [Meimaemcs NOYUHUM®.

N24. CeTb npeanpusatua. OCHOBHbIe KOHUenuuu. OcHalleHne cepBepPHOiA.

1. TnaBHble NPVHLMMGI MOCTPOEeHWS ceTew npeanpuATUA: MPOV3BOANTENBHOCT b,
OTKa30yCTONYMBOCTb, MacLLUTabupyemocTb.

2. TvNWUHbIE Pecypcbl 1 CepBUChl B CETU NPeAnpuaTUs. CKObKO HaZ0 CEPBEPOB MOJ HY>/Abl MANoro
NPeANPUATUA: MeUTbI U peanbHOCTb. TenepoHus.

3. Cwucrema 6ecrnepeboMHOro NUTaHMS.

4. [Mpakmuka: cems "no-e3pocsioMy": npobyem npoekmupoeams ceme Heb0obW 020 Npednpusmus;
MOHMUpyeMm ¢80t cMolKy u pacwusaem kabesau 8 namy-naHe/io.

KommyHukauusa BHyTpu npeanpuatna. OpraHmsauua noutoBoro cepeepa.

1. NMporpamMmbl 4151 KOMMYHUKALIW U COBMECTHOW paboTbl.

2. 3aueM CBOW NMOYTOBbLIN CepBep, ecm ecTb cepemc gmail.com (mail.ru, outlook.com u
T.4.)? 3HAKOMUMCA C MHOroobpasnem MOYTOBbIX CEPBEPOB.

3. Hacrpolika nokanbHOro cepeBepa U KJINEHTOB.

4. TlMpakmuka: Hacmpausaem MS Outlook Ha pabomy ¢ Hawum cepsepom no POP3/SMTP.

N25. 3nakomcrtBo ¢ 1C:lpeanpuarnem 8.3
1. Kak BbIrsguMT NoAb30BaTENbCKUA PEXUM U PEXMM KOHUrypaTopa.
2. YcraHaBavBaem naathopmy.
3. 3HaKoOMMMCA C NpUKAagHbIMK pelleHnsaMuy Ha 6ase 1C:M 8.3
OcCHOBbI NPOAYKTUBHOI pa6oTbi B Linux.
1. Kpatkuit ivk6e3 06 apxmMTEeKTYPHbIX OTAMUMAX U cxoacTBax ¢ Windows.
2. CtaBuM oguH u3 anctpmbytmeos (Fedora/Ubuntu/etc) u nonmyTHO yuyMMca MOAb30BaThCA
KOHCOJ/IbIO, MaHamu 1 PENO3UTOPUAMMU.
3. [lpakmuka: Beodum mawiuHy c Linux 8 domeH Windows.

N2 6. Bonbuwioe npakmu4veckoe 3aHAMue: mecmupyemM HAuwly cemMb HA OMKA30ycmoli4yueocmo
nymem ebleoda eécex eUpPMYa/IbHbIX MAWUH «8 NpodakwH» 6Hympu cemu (cocmasue niaH
Muzpayuu neped 3mum, ecrnecmeeHHo).

bydeme ycnewHbimu 8mecme ¢ Hamu!
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